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Abstract—This paper proposes a middleware that creates a assumes that such are already available. The middleware does
dynamically changeable, but uniform computing environment for - not contain intelligent functions, which can act on behalf of the

personal area networks (PANS). The middleware hides the phys- ,ser byt this kind of solutions can be added later, if necessary.
ical scatteredness and the dynamically changing configuration of A le f PAN licati b ——

the PAN and presents its capabilities as a single computer. Using n exampie for a application can be seen in 1g. L.
the uniform application programming interface (API) offered ~Assume a MAIPAN-aware PDA user, who enters a MAIPAN-

by the middleware, developers creating distributed applications aware room where speakers are placed in the corners. The
do not have to take care of various PAN configurations or yser decides to listen to music, but she neither has mp3 files
PAN dynamics. The solution provides easy set-up of PANs and nor an mp3-player. She turns on her PDA to check what

transparent redirection of ongoing data flows. The proposed mid- kind of devi nd servi re available in the room. First
dleware interconnects services offered by applications running on OF devices and services are avaliable e room. Frst,

different devices by creating virtual channels between the input independently from MAIPAN the PDAs networking protocol
and output outlets of the applications. The middleware is able to establishes network connections to the devices located in the

reconfigure these channels when the configuration or user needsrgom, and the service discovery protocol (SDP) looks for
change. services offered in the environment. After these steps she can
configure with the MAIPAN dispatcher a PAN, which contains
her PDA, the speakers in the corner, a fileserver and an
The ever-growing number of wireless terminals, such asp3 player that are available through the network. MAIPAN
smart phones, personal digital assistants (PDAs) and laptogstablishes the necessary connections, that is, it connects the
raises the need to set up, configure and reconfigure persdilaserver to the mp3 player’s file input, the sound output of
area networks (PANS) in an easy and ergonomic way. the mp3 player to the speakers and the control input of the
This paper addresses the goal of creating a dynamicathp3 player to the PDA. From now on she can select the mp3
changeable, but uniform computing environment for PANS$Je on the fileserver she wants to listen to, and instruct the
which integrates wireless and wired, stationary and mobitep3 player via her PDA to play the music on the speakers. In
devices that are connected to each other. The paper preséwsfigure the arrows show the data flow between the devices.
the Middleware for Application Interconnection in Personal
Area Networks (MAIPAN) solution—which is situated below
the applications and above the network layer—that hides the
individual devices participating in the PAN and presents the

I. INTRODUCTION

capabilities of applications running on the devices as if they N \\/>'Speaker
were located on a single computer. This provides a standard .J MP3 pIayer\
"PAN programming platform”, which allows the easy set- File server !
up of personal area networks and dynamic connection and PDA
disconnection of applications running in the PAN. Application

programmers using the uniform application programming in- Fig. 1. Listening to music

terface (API) offered by the middleware can develop software
without taking care of the various PAN configurations or PAN In case she has to move from one room to another, with the
dynamics. They can assume certain capabilities, but disregstdIPAN dispatcher she can reconfigure her PAN and redirect
whether these capabilities are provided by one applicatigite output of the mp3 player to the built-in speaker of her
running on one device or by a set of applications runnir@DA. After she entered another room, the networking protocol
on several devices. They only have to register the inputs agstablishes network connections and the service discovery
outputs of their applications in the middleware, and they dsrotocol looks for available services. In case there are speakers
not have to take care of which kind of devices or applications the other room too, she can reconfigure her PAN with
will be connected to these outlets and will use their programpe dispatcher again to continue listening to music on the
The presented middleware does not include solutions fgseakers in the room. In the figure the dashed arrow shows
service discovery, physical, link or networking layers, buhe configuration after the user switched from the speakers in



the room to the speaker in her PDA. concept of Personal Security Domains (PSDs)—where a PSD
The installation of software purchased in a MAIPAN-awareonsists of a user’s personal devices, and investigates security
box becomes possible by adding the box to the user's PANsues regarding PANs. Nowadays several projects are running
Assume that the user wants to play a multi-player game with these research topics.
her friend in_ the room they are sitting._After the networking 1. MAIPAN — M IDDLEWARE FOR APPLICATION
layer es_tabhs_hed the network connectlo_ns, with the _help of INTERCONNECTION INPERSONAL AREA NETWORKS
the service discovery protocol the user finds the Tetris game ) .
running on the MAIPAN-aware box. To "install” the software’™ Basic concepts and definitions
the user can instruct the MAIPAN dispatcher to connect one MAIPAN distinguishes amonglevices, applicatiors and
input of the Tetris-box to a PC keyboard, the other one to tis€rvices. The word "device” refers to the physical device
keypad of her mobile phone, and the output of the Tetris-b@ad by "application” we refer to the software that offer the
to the large display located on the room’s wall (Fig. 2). Ifiservices”. For example, using these abstractions in case of
case the friends want to leave the room, the display outputmouse we can say, that the mouse is a "device” where a
can be seamlessly redirected to the PDA’s internal displayZmouse application” is running, which offers a "mouse ser-
by instructing the dispatcher—, and they can continue gamingce”. Or another example is the mp3 player: there is a device
Again, in the figure the arrows show the data flow between tMéhere the mp3 player application is running, which offers the
devices, and the dashed arrow shows the configuration aftep3 player service. The distinction between application and
the user switched from the monitor on the wall to the interngervice is necessary, because users want to use services, they
display of the PDA. do not want to care about the application offering the service.
MAIPAN is based on three concepts (Fig. Bins, channes
and sessios. Applications offering the services have input
l‘ and output outlets, which are called pins—borrowing the
& / expression from the integrated circuit world. Pins are the
Mobile phone\' % /)V Monitor connection points of the applications to the middleware, so
/ the middleware sees the applications in the PAN as a set of
Keyboard PDA
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Tetris \*5 input and output pins. A pin has a pre-defined type, which
shows the type of data that the pin can emit or absorb, that
is, the type of information the application can handle (e.qg.,
mouse movements, keystrokes). According to the needs new
types can be defined any time. The dispatcher application is

As the examples show, with MAIPAN it is easier for'esponsible to connect the pins with appropriate types.
the user to create or reconfigure personal area networks. T soros o

Moreover, it is easier for the application developers to create Aoplicafi . o Dispatcher —
! pplication Application | | Application ! Applicati Application
| pp;ca ion

software for PANs. Those programmers, who want to write - i i i i | ]
PAN applications, only have to register the inputs and outputs \ 1

of their applications in the middleware and define the typesanne—— Middleware
of these outlets. However, MAIPAN provides support also
for those programmers who want to create PAN configurator

software, i.e., dispatcher applications.

Without using the middleware, application programmers To enable communication between pins, the middleware
would have to handle, for example, connection and discogreates and reconfigures channels, which are point-to-point
nection of devices, implement access control, security affks that interconnect pins. The set of channels that are
transport mechanisms (in case they are not supported by H@essary to use a PAN service is called session. For example,
networking and transport layers below) and have to commuRire channels between the entities that can be seen in the
cate with the service discovery protocol. The middleware takﬁﬁ)g player scenario (Fig. 1) compose the mp3 player session:
away the responsibilities of handling these functions from thgere is a channel between the fileserver and the mp3 player,
application developers, thus they do not have to deal with thegother channel between the mp3 player and the speakers, and
ISsues. a control channel between the mp3 player and the PDA. The
PDA plays only the role of theontrol entity it is the owner

Il. RELATED WORK ) | L o A
of the session, but it does not participate in it. Applications

Mark Weiser presented the concept of ubiquitous computinge heither aware of channels nor sessions, they only know
in the early 90s [1]. Ten years after Weiser's publicatiorabout their pins.

Satyanarayanan discussed the vision and challenges of ubiqui-

tous computing in [2], where he introduced the exprespem B. Security and access control

vasive computingVlascolo et al. in [3] discussed how a mobile Security and access control functions are defined and han-
computing middleware should be designed. [4] proposes thked on device level. This means that access to services

Fig. 2. Playing Tetris

Fig. 3. MAIPAN session



(i.e., access to application pins) are granted for devices, thu§) Control plane: The control plane contains the control

it a .de\{|ce gets .the rlght_ to use a given Service, then ﬂ‘]hctions which are necessary to manage the PAN.SEneice
appl!catlons running on th|§ device will be able to access ,t&ﬁﬂtrol part registers local services offered by the applications,
service. If we assume that in thg PAN there are small dev'%%?ndles their access rights and communicates with the service
that offer one or two simple services (e.g., mouse, mp3 playgleovery protocol. In theory, any kind of SDP can be attached
then in this case it is simpler to grant the access of SeIVIgeRIAIPAN. such as SLP, UPnP or Salutation [5]. Terannel
to dewcgs instead to (_aach apphcgtlon. ) ) control creates and reconfigures sessions initiated by the dis-
The dispatcher application running on a device, which playsicher application. According to the needs of the dispatcher it
the role of the control entlty, can set up and reconﬂgu&gks thepin control parts of the participating devices to build
sessions. The control entity has to check and ask for fjeye channel between the pins. The pin control part instructs
necessary access rights to enable the usage of a given SefNicenannel connector layer to create a channel, activates the
for the user. For instance, this main control entity can R@cessary transport functions for the given channel in the
a PDA, which has enough computing power to manag€ ansport layer and sets the destination of the given channel
PAN. All other devices participating in the PAN are calleh the connection layer. Theecurity controlpart initiates
participants In special cases, participants may delegate Higy co-ordinates the authentication procedure between devices
access control rights to other devices, which will be referrgfy siores the necessary information for communication (e.g.,

to asmanages. . _ security keys).
Security solutions, for example, described in [4] can be

used with MAIPAN to ensure secure communication between

devices. This paper proposes MAIPAN, a middleware for application
C. Architecture interconnection in personal area networks. The essence of

Based on the concepts above we designed MAIPAN, whddg middleware is to create a PAN programming platform,
architecture is depicted in Fig. 4. Applications run over tiféhereby hardware and software resources are interconnected,
middleware, while layers under the middleware provide erff?d the scatteredness of the PAN is hidden from the services
to-end routing and data transmission functions. As it can @ffered by applications. Every application that runs on one
seen in the figure, the protocol stack is vertically divided inf th® MAIPAN-enabled devices sees the other applications
two parts. The aim of theata planeis to provide effective and @"d itself as if they were all running on the same device.
secure data transport between applications. ddrerol plane Using the proposed architecture, developers creating distrib-

is responsible for managing pins, channels, sessions andfgf @pplications for PANs do not have to take care of
handling security and access control. PAN configuration or dynamics, furthermore, they can use

the uniform application programming interface (API) offered
by the system. The middleware is responsible for connecting,
patcher Application ’ R X R
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, disconnecting and rearranging user sessions.
An earlier version of MAIPAN is implemented in C on
Linux. The lessons learnt from the implementation of this

IV. CONCLUSION AND FUTURE WORK

Control plane Data plane

Channel connector

Service Service Channel ‘ i A ) B .
discovery | control control ‘ Transport ‘ previous version are alslo mcorporatgd in the de3|gn of the
‘ jo— ‘ currgntly present_ed versmn_of the m!ddlequre. A dispatcher
Security || pip gonyrol application GUI is also available, which utilizes the API of
\ Cryptography \ the middleware’s previous version [6]. In the future, beside

implementing the current version, we plan to create some
MAIPAN-enabled applications. Furthermore, we would like
to analyze the efficiency of MAIPAN, as well.

‘ Network / Transport layers ‘

Fig. 4. Architecture of the middleware
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